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Sophos Sandstorm ς0-Day Malware Protection
Verfügbar für

Sophos UTM / SG

Sophos XG Firewall

Sophos Email Appliance

Sophos Web Appliance

Sophos Central Mail

Sophos Data Center



Sandstorm and Deep Learning
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New - Sandstorm Deep Threat Prevention
Your best protection from zero day threats ςway beyond normal behavioural analysis

Frequent & 
Aggressive Run-Time

Analysis

Sandbox Evasion
Techniques, 

API & File System 
Behavior

Intercept X Exploit 
Detection & 
CyrptoGuard

IPS detections 
coming soon

Continuously 
adaptive learning 

model

Sophos Sandstorm

Deep Memory Analysis

Initial & Post 
Execution Memory

Inspection & 
Analysis

Deep Behavioural Analysis Deep Network Analysis Deep Learning Analysis

Sandstorm prevention goes beyond endpoint or firewall

Full port and 
protocol analysis

Analysis of all 
dropped 

executables



Now Powered by Deep Learning
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Sandstorm now has the same Deep Learning technology as Intercept X

~75,000 
suspicious files 
submitted each 

week

~10,000
malware and PUA 
files stopped each 

week

How Sandboxing with Deep Learning 
Beats Endpoint & Firewall Detection

VMore aggressive & frequent memory analysis
VAdded behavioral analysis scrutiny
VMore thorough network activity analysis

Deep Learning in Sandstorm is increasing conviction by 10%



Machine Learning Decision Boundary
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Aggressive vendor 
models lead to 
high false positives



Sophos - Aggressive model with lower false positives
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Perfect 
Security

FALSE POSITIVE RATE (FPR)
Left Is Best

Traditional 
Endpoint Security

Machine Learning 
Endpoint Security

Sophos Deep Learning
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Source: SophosLabs analysis of 
malware found in the wild



Sophos Deep Learning Malware Detection Features

�‡Identifies both known and never-seen-before malware 

�‡Classifies files as malicious, potentially unwanted apps 
(PUA), or benign 

�‡Does not rely on signatures 

�‡Engine idetiffiesmalware in approx. 20 milliseconds 

�‡Extremely small footprint (under 20MB) with 
infrequent updates

�‡Stops threats before they get on the network 


