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E-Class NSA

Product
Part Numbers

Market Positioning and
Specific Features
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NSA E5500

01-SSC-7008
01-SSC-7029 TotalSecure

A high performance, multi-service network
security platform engineered to be the work
horse of the enterprise network environment
with (8) eight gigabit interfaces. Includes:

= SonicOS 5.x Firmware

= Multi-WAN Support

ISP Failover and WAN Load Balancing
Single Sign-On

Route-based VPN

256 802.1q VLAN Interfaces
Object-based/Group-based Policy Mgmt
QoS/Bandwidth Management

Stateful A/P High Availability
Active/Active UTM
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NSA E6500

01-SSC-7004
01-SSC-7028 TotalSecure

Engineered to meet the needs of the expanding
network by providing a high performance,
scalable, multi-function threat prevention
appliance. Includes:

= SonicOS 5.x Firmware

= Multi-WAN Support

ISP Failover and WAN Load Balancing
Single Sign-On

Route-based VPN

256 802.1q VLAN Interfaces
Object-based/Group-based Policy Mgmt
QoS/Bandwidth Management

Stateful A/P High Availability
Active/Active UTM

SonicWALL Security Solutions
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NSA E7500

01-SSC-7000
01-SSC-7027 TotalSecure

The SonicWALL E-Class NSA E7500 is the flag
ship of the E-Class NSA product family designed
to be the most scalable, high performance and
reliable multi-function threat appliance in its
class. Includes:

SonicOS 5.x Firmware

16-Core Processor

Unrestricted Nodes

2,000 VPN Client Licenses

512 802.1q VLAN Interfaces
Object-based/Group-based Policy Mgmt
QoS/Bandwidth Management

Stateful A/P High Availability

Active/Active UTM

Server Load Balancing
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NSA E8500

01-SSC-8866
01-SSC-8867 High Availability Appliance

The SonicWALL E-Class NSA E8500 is a next-
generation firewall delivering robust Application
Intelligence and Control for real-time
visualization and awareness. Includes:

= Application Intelligence and Control

= SonicOS 5.x Firmware

16-Core Processor

Unrestricted Nodes

2,000 VPN Client Licenses

512 802.1q VLAN Interfaces
Object-based/Group-based Policy Mgmt
QoS/Bandwidth Management

Stateful A/P High Availability

Active/Active UTM

Server Load Balancing

Bundled Services

= 30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control/Visualization

= 30 Days GAV, Anti- Spyware, IPS and
Application Intelligence/Control/Visualization

= 30 Days GAV, Anti- Spyware, IPS and
Application Intelligence/Control/Visualization

1 Year IPS, Application
Intelligence/Control/Visualization and GAV

= 30 Days ViewPoint Reporting Software = 30 Days ViewPoint Reporting Software = 30 Days ViewPoint Reporting Software = Perpetual DPI SSL License
= 30 Days CFS Premium = 30 Days CFS Premium = 30 Days CFS Premium = 30 Days ViewPoint Reporting Software
= 30 Days 25-user Client/Server Anti-Virus Suite | = 30 Days 25-user Client/Server Anti-Virus Suite | = 30 Days 50-user Client/Server Anti-Virus Suite | = 30 Days CFS Premium
= 30 Days Deep Packet Inspection SSL = 30 Days Deep Packet Inspection SSL = 30 Days Deep Packet Inspection SSL = 30 Days 50-user Client/Server Anti-Virus Suite
General Features | = Deep Packet Inspection Firewall = Dynamic Routing OSPF/RIP = Voice and Video over IP = DHCP Server/DHCP Relay = Active/Active UTM
Across all NSA Appliances | = Clean VPN = |PSec 3DES/AES Encryption = Route-based VPN = Policy-based User Authentication = Bandwidth Management/QoS
Specifications
Nodes | Unrestricted Unrestricted Unrestricted Unrestricted
Interfaces | 8 GbE, 1GbE HA Interface, 2 USB, 1 Console 8 GbE, 1GbE HA Interface, 2 USB, 1 Console 4 GbE, 4 SFP (SX/LX /TX), 1 GbE HA Interface, 2 | 4 GbE, 4 SFP (SX/LX /TX), 1 GbE HA Interface, 2

Stateful Firewall Performance
GAV Performance

IPS Performance

Full UTM Performance
VPN Performance
Site-to-Site VPN Policies
Global VPN Client Licenses
Virtual Assist Technicians
Concurrent Connections
New Connections/Second
Support

3.9 Gbps

1.0 Gbps

2.0 Gbps

850 Mbps

1.7 Gbps (3DES/AES)
4,000

2,000 Bundled/4,000 Max
1 Bundled/25 Max
750,000 (Max)

15,000

Must be purchased with appliance

5.0 Gbps

1.69 Gbps

2.3 Gbps

1.59 Gbps

2.7 Gbps (3DES/AES)
6,000

2,000 Bundled/6,000 Max
1 Bundled/25 Max
1,000,000 (Max)

20,000

Must be purchased with appliance

USB, 1 Console

5.6 Gbps

1.84 Gbps

2.58 Gbps

1.7 Gbps

3.0 Gbps (3DES/AES)
10,000

2,000 Bundled/10,000Max
1 Bundled/25 Max
1,500,000 (Max)
25,000

Must be purchased with appliance

USB, 1 Console

8.0 Gbps

2.25 Gbps

3.7 Gbps

2.2 Gbps

4.0 Gbps (3DES/AES)
10,000

2,000 Bundled/10,000Max
1 Bundled/25 Max
1,500,000 (Max)

80,000

Must be purchased with appliance

General Upgrade Options
Across all NSA Appliances

= Gateway Anti-Virus, Anti-Spyware,
Intrusion Prevention Service and
Application Intelligence, Control and
Visualization

= Comprehensive Gateway Security Suite
= Comprehensive Anti-Spam Service
= Deep Packet Inspection SSL

= Client/Server Anti-Virus Suite
= Content Filtering Service
= Virtual Assist

= Global VPN Client

= Global Management System
= ViewPoint Reporting Software

= UTMSSL VPN
= E-Class Support 24x7

Key Selling Points

Ultra high-speed multi-layer threat protection

Breakthrough multi-core Unified Threat Management performance

Next-generation protection with Application Intelligence, Control and Visualization
Unsurpassed business continuity and high availability protection

= Extensible and modular architecture
= Deployment scalability and flexibility
= Continually updatable platform




SonicWALL Security Services for E-Class NSA Products

Product

Comprehensive Gateway
Security Suite

E-Class Support 24x7

Gateway Anti-Virus, Anti-
Spyware, Intrusion Prevention
Service and Application
Intelligence, Control and
Visualization

Enforced Client Anti-Virus and
Anti-Spyware

Comprehensive Anti-Spam
Service

Note: Recommended for up to
250 users.

Virtual Assist

Content Filtering Service
Premium Edition

ViewPoint
Note: Also available as a Virtual
Appliance

Global Management System
Note: Also available as a Virtual
Appliance

Part Numbers

For NSA E5500 (2 Years/3 Years) 01-SSC-9229/01-SSC-9236
For NSA E6500 (2 Years/3 Years) 01-SSC-9228/01-SSC-9235
For NSA E7500 (2 Years/3 Years) 01-SSC-9227/01-SSC-9234
*Note: CGSS is not available for the E8500

Note: TotalSecure solutions ship with one year of CGSS included

E-Class Support 24x7

SKUs by product

E-Class Support 24x7 available on E-Class solutions only
Discounted two- and three-year contracts available

Note: Support is required with all E-Class NSA appliances

For NSA E5500 (2 Years/3 Years)
For NSA E6500 (2 Years/3 Years)
For NSA E7500 (2 Years/3 Years)
For NSA E8500 (2 Years/3 Years)

5-user License (1 Year)

10-user License (1 Year)
25-user License (1 Year)
50-user License (1 Year/2 Year)
100-user License (1 Year/2 Year)

For NSA E5500 (2 Years/3 Years)
For NSA E6500 (2 Years/3 Years)
For NSA E7500 (2 Years/3 Years)
For NSA E8500 (2 Years/3 Years)

Up to 1 Technician
Up to 5 Technicians
Up to 10 Technicians
Up to 25 Technicians

For NSA E5500 (2 Years/3 Years)
For NSA E6500 (2 Years/3 Years)
For NSA E7500 (2 Years/3 Years)
For NSA E8500 (2 Years/3 Years)

For E-Class NSA Series

5-node License
10-node License
25-node License

01-SSC-6139/01-SSC-6155
01-SSC-6138/01-SSC-6154
01-SSC-6137/01-SSC-6153
01-SSC-8941/01-SSC-8942

01-SSC-2743
01-SSC-2740
01-SSC-2745
01-SSC-2741/01-SSC-2746
01-SSC-2742/01-SSC-2747

01-SSC-9010/01-SSC-9011
01-SSC-9013/01-SSC-9014
01-SSC-9016/01-SSC-9017
01-SSC-9019/01-SSC-9020

01-SSC-5967
01-SSC-5974
01-SSC-5971
01-SSC-5972

01-SSC-7338/01-SSC-7345
01-SSC-7337/01-SSC-7344
01-SSC-7336/01-SSC-7343
01-SSC-8944/01-SSC-8945

01-SSC-2901

01-SSC-7680

01-SSC-3363
01-SSC-3311

Description

SonicWALL Comprehensive Gateway Security Suite (CGSS) combines E-Class security, productivity and
support in a single solution. Available on all E-Class NSA Series appliances, it is the perfect solution for
turning your customers’ SonicWALLs into total security and productivity platforms. The Comprehensive
Gateway Security Suite is available in one, two and three-year subscriptions that include the following:

= Gateway Anti-Virus, Anti-Spyware and Intrusion Prevention Service and Application Intelligence

= Content Filtering Service Premium Edition

= E-Class Support 24x7

= ViewPoint Reporting Software

For customers who need continued protection through ongoing firmware updates and advanced technical
support, SonicWALL E-Class Support 24x7 delivers the support features and quality of service that
organizations require to keep their networks running smoothly and efficiently. Includes:

= Direct access to a team of highly-trained Senior Support Engineers

= Annual subscription to software and firmware updates and upgrades

= Advance Exchange hardware replacement in the event of failure

= Annual subscription to SonicWALL Service Bulletins and access to electronic support tools

Available on SonicWALL E-Class NSA Series appliances, SonicWALL Gateway Anti-Virus, Anti-Spyware,
Intrusion Prevention Service and Application Intelligence, Control and Visualization integrates gateway
anti-virus, anti-spyware and intrusion prevention to deliver intelligent, real-time network security protection
against a comprehensive array of dynamic threats including viruses, spyware, worms, Trojans and
software vulnerabilities such as buffer overflows, as well as peer-to-peer and instant messenger
applications, backdoor exploits, and other malicious code.

SonicWALL Enforced Client Anti-Virus and Anti-Spyware provides comprehensive protection with little
administrative overhead. McAfee-based anti-virus and anti-spyware policies are automatically enforced
network-wide whenever new threats appear.

= Comprehensive virus and spyware protection using a single integrated client

= Automated enforcement of virus and spyware protection policies

= Automated deployments of anti-virus and anti-spyware definition and software updates

= Full featured email attachment filtering

SonicWALL Comprehensive Anti-Spam Service adds powerful enterprise-class protection that can
immediately improve network performance by eliminating spam, phishing and viruses from entering your
network. With just one mouse click, you can enable advanced cloud-based inbound SMTP protection
based on the same technology as in SonicWALL's award-winning line of Email Security software and
appliances. Effective enough to be your primary anti-spam solution, or use in front of any existing anti-
spam product as a first touch to reduce bandwidth consumption and improve security.

SonicWALL® Virtual Assist is a remote support tool that enables a technician to assume control of a
customer’s PC or laptop for the purpose of providing remote technical assistance. With the customer’s
permission, the technician can gain instant access to a computer using a Web browser, making it easy to
diagnose and fix a problem remotely without the need for a pre-installed “fat” client.

SonicWALL Content Filtering Service Premium Edition for the E-Class NSA Series enhances protection
and productivity for businesses and schools by employing an innovative rating architecture utilizing a
dynamic database of URLs, IPs and domains to block over 50 categories of objectionable Web content. An
easy-to-use management interface provides network administrators with greater control to transparently
enforce acceptable use policies.

SonicWALL® ViewPoint™ is an easy-to-use Web-based reporting tool that provides administrators with
instant insight into the health of their network including both performance and security. Using a
customizable dashboard and a variety of historical reports, SonicWALL ViewPoint helps organizations
track network utilization, monitor security activity and view Web usage.

The SonicWALL® Global Management System (GMS™) provides organizations, distributed enterprises
and service providers with a flexible, powerful and intuitive solution to centrally manage and rapidly deploy
SonicWALL firewall, anti-spam, backup and recovery, and secure remote access solutions. SonicWALL
GMS also provides centralized real-time monitoring, and comprehensive policy and compliance reporting.
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NSA 240 NSA 2400

01-SSC-7020
01-SSC-7095 (HA Upgrade)

NSA 2400MX

01-SSC-7100
01-SSC-8854 TotalSecure

NSA 3500

01-SSC-7016
01-SSC-7094 (HA Upgrade)

NSA 4500

01-SSC-7012
01-SSC-7032 TotalSecure

01-SSC-8756
01-SSC-8760 TotalSecure

Market Positioning and
Specific Features

The NSA 240 is a next-generation UTM
platform powered by a dual core
processor. Perfect for branch and small
offices, as well as for those requiring

A high performance, multi-service
network security platform engineered to
be the work horse of the small-to-medium
and branch office business network

A high performance network security
platform that combines high-speed

intrusion prevention, file and content
inspection, and powerful Application

A high performance, multi-service
network security platform engineered to
be the work horse of the medium
business network environment with (6)

Engineered to meet the needs of the
growing businesses by providing a high
performance, scalable, multi-function
threat prevention appliance. Includes:

mobility with 3G support. Includes: environments with (6) six gigabit Intelligence with flexible, intelligent six gigabit interfaces. Includes: = SonicOS Enhanced

= SonicOS Enhanced interfaces. Includes: switching capabilities. Includes: = SonicOS Enhanced = Multi-WAN Support

= Multi-WAN Support = SonicOS Enhanced = SonicOS Enhanced = Multi-WAN Support = ISP Failover and WAN Load Balancing
= |SP Failover and WAN Load Balancing | = Multi-WAN Support = |ncreased Port Density (26 interfaces) | = ISP Failover and WAN Load Balancing| = Single Sign-On

= Single Sign-On = ISP Failover and WAN Load Balancing | = PortShield Architecture = Single Sign-On = 2 SSL VPN/500 VPN Client Licenses
= 2 SSL VPN/2 VPN Client Licenses = Single Sign-On = |SP Failover and WAN Load Balancing | = 2 SSL VPN/50 VPN Client Licenses = 200 802.1q VLAN Interfaces

= 10/25* 802.1q VLAN Interfaces = 2 SSL VPN/10 VPN Client Licenses = Single Sign-On = 50802.1q VLAN Interfaces = Object/Group-based Policy Mgmt.

= Object/Group-based Policy Mgmt. = 25802.1q VLAN Interfaces = Advanced Switching/Routing Features | = Object/Group-based Policy Mgmt. = Stateful A/P High Availability

= Stateful A/P High Availability (Option) = Object/Group-based Policy Mgmt. = 25802.1q VLAN Interfaces = Stateful A/P High Availability (Option) | = Server Load Balancing

= Server Load Balancing = Stateful A/P High Availability (Option) = Object/Group-based Policy Mgmt. = Server Load Balancing

Server Load Balancing

Server Load Balancing

Bundled Services

30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control
[Visualization

30 Days ViewPoint Reporting SW

30 Days CFS Premium

30 Days 25-user Client/Server Anti-
Virus Suite

30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control
[Visualization

30 Days ViewPoint Reporting SW

30 Days CFS Premium

30 Days 25-user Client/Server Anti-
Virus Suite

30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control
[Visualization

30 Days ViewPoint Reporting SW

30 Days CFS Premium

30 Days 25-user Client/Server Anti-
Virus Suite

30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control
[Visualization

30 Days ViewPoint Reporting SW

30 Days CFS Premium

30 Days 25-user Client/Server Anti-
Virus Suite

30 Days GAV, Anti-Spyware, IPS and
Application Intelligence/Control
[Visualization

30 Days ViewPoint Reporting SW

30 Days CFS Premium

30 Days 25-user Client/Server Anti-
Virus Suite

= 90 Days 8x5 Support = 90 Days 8x5 Support = 90 Days 8x5 Support = 90 Days 8x5 Support = 90 Days 8x5 Support
= 30 Days Deep Packet Inspection SSL | = 30 Days Deep Packet Inspection SSL
General Features | = Deep Packet Inspection Firewall = Dynamic Routing OSPF/RIP = Voice and Video over IP = DHCP Server/DHCP Relay = Clean Wireless
Across all NSA Appliances | = Clean VPN = |PSec 3DES/AES Encryption = Route-based VPN = Policy-based User Authentication = Bandwidth Management/QoS
Specifications
Nodes | Unrestricted Unrestricted Unrestricted Unrestricted Unrestricted
Interfaces | 3 GbE/6 FE, 2 USB, 1 PC Card 6 GbE, 2 USB (Future Use), 1 Console 2+8 GbE, 16 FE, 2 USB, 1 Console 6 GbE, 2 USB, 1 Console 6 GbE, 2 USB, 1 Console
Stateful Firewall Performance | 600 Mbps 775 Mbps 775 Mbps 1.5 Gbps 2.75 Gbps
GAV Performance | 115 Mbps 160 Mbps 160 Mbps 350 Mbps 690 Mbps
IPS Performance | 195 Mbps 275 Mbps 275 Mbps 750 Mbps 1.4 Gbps
Full UTM Performance | 110 Mbps 150 Mbps 150 Mbps 240 Mbps 600 Mbps
VPN Performance | 150 Mbps (3DES/AES) 300 Mbps (3DES/AES) 300 Mbps (3DES/AES) 625 Mbps (3DES/AES) 1.0 Gbps (3DES/AES)
Site-to-Site VPN Policies | 25/50* 75 75 800 1,500
Global VPN Client Licenses | 2 standard, non-shareable clients 10 standard, non-shareable clients 10 standard, non-shareable clients 50 standard, non-shareable clients 500
SSL VPN Client Licenses | 2 Bundled/15 Max 2 Bundled/25 Max 2 Bundled/25 Max 2 Bundled/30 Max 2 Bundled/30 Max
Virtual Assist Technicians | 30-Day Trial (1 Technician)/5 Max 1 Bundled/5 Max 1 Bundled/5 Max 2 Bundled/10 Max 2 Bundled/10 Max
Concurrent Connections | 85,000/110,000* (Max) 225,000 (Max) 225,000 (Max) 325,000 (Max) 500,000 (Max)
New Connections/Second | 2,000 4,000 4,000 7,000 10,000

Support | 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support
General Upgrade Options | = Gateway AV, Anti-Spyware, IPS and = Comprehensive Gateway Security Suite = Client/Server Anti-Virus Suite = Global Management System = UTM SSL VPN
Across all NSA Appliances Application Intelligence, Control and = Comprehensive Anti-Spam Service = Content Filtering Service = ViewPoint Reporting Software = Global VPN Client
Visualization = Virtual Assist = Deep Packet Inspection SSL = 8x5 and 24x7 Support

Key Selling Points

Breakthrough multi-core Unified Threat Management performance .
Ultra high-speed multi-layer threat protection

= Extensible and modular architecture

Next generation protection with Application Intelligence

Unsurpassed business continuity and high availability protection ]

Deployment scalability and flexibility

= Continually updatable platform

*With NSA 240 Stateful HA & Expansion Upgrade




Product

Comprehensive Gateway
Security Suite

Dynamic Support 8x5 and 24x7

Gateway Anti-Virus, Anti-
Spyware, Intrusion Prevention
Service and Application
Intelligence, Control and
Visualization

Enforced Client Anti-Virus and
Anti-Spyware

Comprehensive Anti-Spam
Service

Note: Recommended for up to
250 users.

Virtual Assist

Content Filtering Service
Premium Edition

UTM SSL VPN

Global Management System
Note: Also available as a Virtual
Appliance
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SonicWALL Security Services for NSA Series Products

Part Numbers

For NSA 240 (2 Years/3 Years)01-SSC-9245/01-SSC-9246
For NSA 2400/MX (2 Years/3 Years)01-SSC-9232/01-SSC-9239
ForNSA 3500 (2 Years/3 Years)01-SSC-9231/01-SSC-9238
For NSA 4500 (2 Years/3 Years)01-SSC-9230/01-SSC-9237

( )

For NSA 5000 2 Years/3 Years)01-SSC-9242/01-SSC-9243

Note: TotalSecure solutions ship with one year of CGSS included

Dynamic Support 8x5
Dynamic Support 24x7

SKUs by product
SKUs by product

Discounted two- and three-year contracts available

For NSA 240 (2 Years/3 Years) 01-SSC-6163/01-SSC-6164
For NSA 2400/MX (2 Years/3 Years) 01-SSC-6142/01-SSC-6158
For NSA 3500 (2 Years/3 Years) 01-SSC-6141/01-SSC-6157
For NSA 4500 (2 Years/3 Years) 01-SSC-6140/01-SSC-6156
For NSA5000 (2 Years/3 Years) 01-SSC-6160/01-SSC-6161

01-SSC-2743
01-SSC-2740

5-user License (1 Year)

10-user License (1 Year)
25-user License (1 Year) 01-SSC-2745
50-user License (1 Year/2 Year) 01-SSC-2741/01-SSC-2746
100-user License (1 Year/2 Year) ~ 01-SSC-2742/01-SSC-2747

For NSA 240 (2 Years/3 Years) 01-SSC-6163/01-SSC-6164
For NSA 2400/MX (2 Years/3 Years) 01-SSC-6142/01-SSC-6158

For NSA 3500 (2 Years/3 Years) 01-SSC-6141/01-SSC-6157
For NSA 4500 (2 Years/3 Years) 01-SSC-6140/01-SSC-6156
For NSA 5000 (2 Years/3 Years) 01-SSC-6160/01-SSC-6161
Up to 1 Technician 01-SSC-5967
Up to 5 Technicians 01-SSC-5974
Up to 10 Technicians 01-SSC-5971
Up to 25 Technicians 01-SSC-5972
For NSA 240 (2 Years/3 Years)01-SSC-7342/01-SSC-7349
For NSA 2400/MX (2 Years/3 Years)01-SSC-7341/01-SSC-7348
For NSA 3500 (2 Years/3 Years)01-SSC-7340/01-SSC-7347
For NSA 4500 (2 Years/3 Years)01-SSC-7339/01-SSC-7346
For NSA 5000 (2 Years/3 Years)01-SSC-7351/01-SSC-7352
1-user License 01-SSC-8629
5-user License 01-SSC-8630
10-user License 01-SSC-8631
25-user License 01-SSC-8632
50-user License 01-SSC-8633
5-node License 01-SSC-7680
10-node License 01-SSC-3363
25-node License 01-SSC-3311

Description

SonicWALL Comprehensive Gateway Security Suite (CGSS) combines security, productivity, reporting and

support in a single, low-cost solution. Available on all NSA Series appliances, it is the perfect solution for
turning your customers’ SonicWALLs into total security and productivity platforms. The Comprehensive
Gateway Security Suite is available in one, two and three-year subscriptions that include the following:

= Gateway Anti-Virus, Anti-Spyware and Intrusion Prevention Service and Application Intelligence

= Content Filtering Service Premium Edition

= Dynamic Support 24x7

= ViewPoint Reporting Software

For customers who need continued protection through ongoing firmware updates and advanced technical
support, SonicWALL Dynamic Support Services delivers the support features and quality of service that
organizations require to keep their networks running smoothly and efficiently. These services include:

= Annual subscription to software and firmware updates and upgrades

= Access to telephone and Web-based support for installation, configuration and troubleshooting help

= Advance exchange hardware replacement in the event of failure

= Annual subscription to SonicWALL Service Bulletins and access to electronic support tools

SonicWALL Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention Service and Application Intelligence,
Control and Visualization integrates gateway anti-virus, anti-spyware and intrusion prevention to deliver
intelligent, real-time network security protection against a comprehensive array of dynamic threats
including viruses, spyware, worms, Trojans and software vulnerabilities such as buffer overflows, as well
as peer-to-peer and instant messenger applications, backdoor exploits, and other malicious code.

SonicWALL Enforced Client Anti-Virus and Anti-Spyware provides comprehensive protection with little
administrative overhead. McAfee-based anti-virus and anti-spyware policies are automatically enforced
network-wide whenever new threats appear.

= Comprehensive virus and spyware protection using a single integrated client

= Automated enforcement of virus and spyware protection policies

= Automated deployments of anti-virus and anti-spyware definition and software updates

= Full featured email attachment filtering

SonicWALL Comprehensive Anti-Spam Service adds powerful enterprise-class protection that can
immediately improve network performance by eliminating spam, phishing and viruses from entering your
network. With just one mouse click, you can enable advanced cloud-based inbound SMTP protection
based on the same technology as in SonicWALL's award-winning line of Email Security software and
appliances. Effective enough to be your primary anti-spam solution, or use in front of any existing anti-
spam product as a first touch to reduce bandwidth consumption and improve security.

SonicWALL® Virtual Assist is a remote support tool that enables a technician to assume control of a
customer’s PC or laptop for the purpose of providing remote technical assistance. With the customer’s
permission, the technician can gain instant access to a computer using a Web browser, making it easy to
diagnose and fix a problem remotely without the need for a pre-installed “fat” client.

SonicWALL Content Filtering Service Premium Edition for the NSA Series enhances protection and
productivity for businesses and schools by employing an innovative rating architecture utilizing a dynamic
database of URLs, IPs and domains to block over 50 categories of objectionable Web content. An easy-to-
use management interface provides network administrators with greater control to transparently enforce
acceptable use policies.

SSL VPN on SonicWALL NSA Series UTM appliances uses NetExtender technology to provide seamless
and secure access to any resource on the corporate network from a variety of client platforms.
NetExtender is a lightweight client that is pushed onto the user’s machine and is installed and configured
automatically, requiring no interaction. NetExtender can be installed as a light weight client on Windows,
Linux and OS X providing fast and easy remote access from virtually anywhere.

SonicWALL® Global Management System (GMS™) provides organizations, distributed enterprises and
service providers with a flexible, powerful and intuitive solution to centrally manage and rapidly deploy
SonicWALL firewall, anti-spam, backup and recovery, and secure remote access solutions. SonicWALL
GMS also provides centralized real-time monitoring, and comprehensive policy and compliance reporting.




SonicWALL Security Solutions

SONICWALL>

TZ Series

Product

Part Numbers

Market Positioning and
Specific Features

TZ 100/100 Wireless-N

01-SSC-8734 (Wired)
01-SSC-8736 (Wireless)
01-SSC-8739 (Wired) TotalSecure
01-SSC-8728 (Wireless) TotalSecure

TZ 200/200 Wireless-N

01-SSC-8741 (Wired)
01-SSC-8743 (Wireless)
01-SSC-8746 (Wired) TotalSecure

TZ 210/210 Wireless-N

01-SSC-8753 (Wired)
01-SSC-8755 (Wireless)
01-SSC-8769 (Wired) TotalSecure

The entry point of the TZ Series, the TZ 100 completely
revolutionizes SMB and distributed enterprise protection making
high performance Unified Threat Management available and at
affordable prices for everyone. Includes:

Unrestricted Nodes

SonicOS Enhanced

IPSec and SSL VPN Remote Access

5-port Auto-MDIX Switch

PortShield Architecture

Additional Wireless Features:

= 802.11n Support

= WPA2 Support

= Wireless Intrusion Detection/Prevention

01-SSC-8729 (Wireless) TotalSecure

Builds on the TZ 100, delivering critical business continuity and
flexibility through several advanced features. Includes:
= Unrestricted Nodes

= SonicOS Enhanced

IPSec and SSL VPN Remote Access

3G Wireless Broadband

5-port Auto-MDIX Switch

USB Port

PortShield Architecture

Additional Wireless Features:

= 802.11n Support

= WPA2 Support

= Wireless Intrusion Detection/Prevention

01-SSC-8782 (Wireless) TotalSecure

The flagship of the revolutionary TZ Series, the TZ 210 builds upon
the TZ 200 and delivers our most sophisticated and future-proofed
TZ Series offering. Includes:

Unrestricted Nodes

SonicOS Enhanced

Gigabit Ethernet WAN and LAN
IPSec and SSL VPN Remote Access
3G Wireless Broadband

5-port Auto-MDIX Switch

USB Ports

PortShield Architecture

Additional Wireless Features:

802.11n Support
WPA2 Support
Wireless Intrusion Detection/Prevention

Bundled Services = 30 Days GAV, Anti-Spyware and IPS = 30 Days GAV, Anti-Spyware and IPS = 30 Days GAV, Anti-Spyware, IPS, Application Intelligence,
= 30 Days CFS Premium Edition = 30 Days CFS Premium Edition Control and Visualization
= 30 Days Enforced Desktop Anti-Virus = 30 Days Enforced Desktop Anti-Virus = 30 Days CFS Premium Edition
= 30 Days ViewPoint = 30 Days ViewPoint = 30 Days Enforced Desktop Anti-Virus
= 90 Days 8x5 Support = 90 Days 8x5 Support = 30 Days ViewPoint
= 90 Days 8x5 Support

General Features = Deep Packet Inspection Firewall = Dynamic DNS = Voice and Video over IP = DHCP Server = PPTP/DHCP/PPPOE/L2TP Client

Across all TZ Appliances = Clean VPN = |PSec 3DES/AES Encryption = Route-based VPN = Policy-based User Authentication = Bandwidth Management
Specifications
Licensed Nodes | Unrestricted Unrestricted Unrestricted
Interfaces |5 FE (w/Switch) 5 FE (w/Switch), (1) USB 2 GbE, 5 FE (w/Switch), 2 USB
Stateful Packet Inspection | 100 Mbps 100 Mbps 200 Mbps
GAV Performance |35 Mbps 50 Mbps 70 Mbps
IPS Performance | 50 Mbps 70 Mbps 110 Mbps
Full UTM Performance |25 Mbps 35 Mbps 50 Mbps
VPN Performance |75 Mbps (3DES/AES) 75 Mbps (3DES/AES) 75 Mbps (3DES/AES)
Site-to-Site VPN Policies |5 10 15
Global VPN Client Licenses | Optional Upgrade/5 Max 2/10 Max 2/25 Max
SSL VPN Client Licenses | 1/5 Max 1/10 Max 2/10 Max
Virtual Assist Technicians |- 30-Day Trial (1 Technician)/1 Max 30-Day Trial (1 Technician)/2 Max
Concurrent Connections | 6,000 (Max) 8,000 (Max) 10,000 (Max)
Warranty | 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support 1-Yr hardware/90 day 8x5 support
General Upgrade Options | = Comprehensive Gateway Security Suite = Content Filtering Service = Comprehensive Anti-Spam Service = ViewPoint Reporting Software
Across all TZ Appliances | = Gateway AV, Anti-Spyware and IPS = Enforced Client Anti-Virus and Anti-Spyware = 8x5 and 24x7 Support = Global Management System
= Virtual Assist = UTMSSL VPN = Global VPN Client

Key Selling Points = Deep packet inspection firewall Ll
= Clean Wireless LAN capabilities -

Price-Performance leadership Ll
Comprehensive layered security ]

Easy to deploy and manage
Powerful firewall throughput and VPN
concentration

= Simple VPN Client provisioning through
automatic, user-authenticated VPN policy
download and synchronization




Product

Comprehensive Gateway
Security Suite

Gateway Anti-Virus, Anti-
Spyware and Intrusion
Prevention Service

Enforced Client Anti-Virus and
Anti-Spyware

Comprehensive Anti-Spam
Service

Note: Recommended for up to
250 users.

Virtual Assist

Content Filtering Service
Premium Business Edition

ViewPoint
Note: Also available as a Virtual
Appliance

Global Management System
Note: Also available as a Virtual
Appliance

Dynamic Support 8x5 and 24x7
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SonicWALL Security Services for TZ Series Solutions

Part Numbers

For TZ 180 Series Unrestricted Node (1 Year) 01-SSC-6895

For TZ 180 Series 10 and 25 Node (1 Year) 01-SSC-6892
For TZ 170/190 Series Unrestricted Node (1 Year) 01-SSC-5844

For TZ 170 Series 10 and 25 Node (1 Year) 01-SSC-5845
For TZ 100 Series (1 Year) 01-SSC-9256
For TZ 200 Series (1 Year) 01-SSC-9253
For TZ 210 Series (1 Year) 01-SSC-9247

Note: TotalSecure solutions ship with one year of CGSS included

For TZ 180 Series Unrestricted Node (1 Year) 01-SSC-6915

For TZ 180 Series 10 and 25 Node (1 Year) 01-SSC-6912
For TZ 190 Series (1 Year) 01-SSC-5751
For TZ 100 Series (1 Year) 01-SSC-6171
For TZ 200 Series (1 Year) 01-SSC-6168
For TZ 210 Series (1 Year) 01-SSC-6165
5-user License (1 Year) 01-SSC-2743
10-user License (1 Year) 01-SSC-2740
25-user License (1 Year) 01-SSC-2745

50-user License (1 Year/2 Year) 01-SSC-2741/01-SSC-2746
100-user License (1 Year/2 Year)  01-SSC-2742/01-SSC-2747

For TZ 100 Series (2 Years/3 Years) 01-SSC-8986/01-SSC-8987
For TZ 200 Series (2 Years/3 Years) 01-SSC-8989/01-SSC-8990
For TZ 210 Series (2 Years/3 Years)01-SSC-8992/01-SSC-8993

Up to 1 Technician 01-SSC-5967
Up to 5 Technicians 01-SSC-5974
Up to 10 Technicians 01-SSC-5971
Up to 25 Technicians 01-SSC-5972
For TZ 150/170/180/190 Series (1 Year) 01-SSC-5650
For TZ 100 Series (1 Year) 01-SSC-8637
For TZ 200 Series (1 Year) 01-SSC-8634
For TZ 210 Series (1 Year) 01-SSC-7371
For TZ Series 01-SSC-2901
5-node License 01-SSC-7680
10-node License 01-SSC-3363
25-node License 01-SSC-3311
Dynamic Support 8x5 SKUs by product
Dynamic Support 24x7 SKUs by product

Discounted two- and three-year contracts available

Description

SonicWALL Comprehensive Gateway Security Suite (CGSS) combines security, productivity, reporting and

support in a single, low-cost solution. Available on all TZ Series appliances, it is the perfect solution for
turning your customers’ SonicWALLs into total security and productivity platforms. The Comprehensive
Gateway Security Suite is available in one, two and three-year subscriptions that include the following:
= Gateway Anti-Virus, Anti-Spyware and Intrusion Prevention Service

= Content Filtering Service Standard Edition (TZ 180/190) or Premium Edition (TZ 100/200/210)

= ViewPoint Reporting Software

= Dynamic Support 24x7

Discounted two- and three-year contracts available

Available on SonicWALL TZ Series appliances, SonicWALL Gateway Anti-Virus, Anti-Spyware and
Intrusion Prevention Service integrates gateway anti-virus, anti-spyware and intrusion prevention to deliver
intelligent, real-time network security protection against a comprehensive array of dynamic threats
including viruses, spyware, worms, Trojans and software vulnerabilities such as buffer overflows, as well
as peer-to-peer and instant messenger applications, backdoor exploits, and other malicious code.
Discounted two- and three-year contracts available

SonicWALL Enforced Client Anti-Virus and Anti-Spyware provides comprehensive protection with little
administrative overhead. McAfee-based anti-virus and anti-spyware policies are automatically enforced
network-wide whenever new threats appear. Discounted two- and three-year contracts available

= Comprehensive virus and spyware protection using a single integrated client

= Automated enforcement of virus and spyware protection policies

= Automated deployments of anti-virus and anti-spyware definition and software updates

= Full featured email attachment filtering

SonicWALL Comprehensive Anti-Spam Service adds powerful enterprise-class protection that can
immediately improve network performance by eliminating spam, phishing and viruses from entering your
network. With just one mouse click, you can enable advanced cloud-based inbound SMTP protection
based on the same technology as in SonicWALL's award-winning line of Email Security software and
appliances. Effective enough to be your primary anti-spam solution, or use in front of any existing anti-
spam product as a first touch to reduce bandwidth consumption and improve security.

SonicWALL® Virtual Assist is a remote support tool that enables a technician to assume control of a
customer’s PC or laptop for the purpose of providing remote technical assistance. With the customer’s
permission, the technician can gain instant access to a computer using a Web browser, making it easy to
diagnose and fix a problem remotely without the need for a pre-installed “fat” client.

SonicWALL Content Filtering Service Premium Edition enhances protection and productivity for
businesses and schools by employing an innovative rating architecture utilizing a dynamic database of
URLs, IPs and domains to block over 50 categories of objectionable Web content. An easy-to-use
management interface provides network administrators with greater control to transparently enforce
acceptable use policies. Discounted two- and three-year contracts available

SonicWALL® ViewPoint™ is an easy-to-use Web-based reporting tool that provides administrators with
instant insight into the health of their network including both performance and security. Using a
customizable dashboard and a variety of historical reports, SonicWALL ViewPoint helps organizations
track network utilization, monitor security activity and view Web usage.

The SonicWALL® Global Management System (GMS™) provides organizations, distributed enterprises
and service providers with a flexible, powerful and intuitive solution to centrally manage and rapidly deploy
SonicWALL firewall, anti-spam, backup and recovery, and secure remote access solutions. SonicWALL
GMS also provides centralized real-time monitoring, and comprehensive policy and compliance reporting.

For customers who need continued protection through ongoing firmware updates and advanced technical
support, SonicWALL Dynamic Support Services delivers the support features and quality of service that
organizations require to keep their networks running smoothly and efficiently. These services include:

= Annual subscription to software and firmware updates and upgrades

= Access to telephone and Web-based support for installation, configuration and troubleshooting help

= Advance exchange hardware replacement in the event of failure
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SSL VPN for the Enterprise: SonicWALL Aventail

Product

Key Features

SonicWALL Security Solutions

SonicWALL Aventail SSL VPNs provide granular application access control by first detecting the security of the end point, protecting applications with granular policy based on who the user is and the end point used for
access, and then connecting authorized employees and business partners effortlessly from a broad range of cross-platform devices only to authorized resources.

Detect what is running on the end point device.

= End Point Control provides interrogation of managed and non-
managed devices prior to connecting and on a recurring schedule
in order to detect the identity of the device and determine the
overall trust level

= Cache Control purges browser cache, session history, cookies
and passwords

= Secure Desktop offers advanced data protection technology that
creates a virtual encrypted environment that prevents sensitive
data from being left behind

Protect applications with granular access control based on user

identity and device integrity.

= Policy Zones provide administrators with the ability to easily
create allow, deny and quarantine zones that govern access for
all users and devices based on device identity and device integrity

= Unified Policy is the enforcement engine for protecting corporate
resources, consolidating control of all Web resources, file shares
and client/server resources in a single location, ensuring users
only access authorized applications

= Virtual Assist allows for remote help desk and troubleshooting
functions to be supported directly from the SonicWALL Aventail
appliance. Administrators can set up a “Request Assistance”
button on WorkPlace, where users can request help from the
organization’s help desk and then the help desk can then request
control of the user’s device for troubleshooting purposes.

Connect users easily and securely to applications across all device

types.

= WorkPlace Portal provides users with a personalized and policy-
driven Web portal providing easy access to Web and client/server
applications from virtually any device or location

= Smart Access dynamically determines and deploys the
appropriate access methods and end point interrogation within the
WorkPlace portal based on the type of device used as well as
user-level permissions

= Connect Tunnel provides the same end point control and access
control options as the WorkPlace portal, with the only difference
being that the user instead launches an agent directly from their
device versus launching a portal

= Connect Mobile provides secure access to client/server and Web
based applications from Windows Mobile PDAs and Smartphones

Appliance
Models

| W T CTT s, |

SonicWALL Aventail SRA EX6000

ll e e ?T—'ﬂ

SonicWALL Aventail SRA EX7000

SonicWALL Aventail SRA Virtual Appliance

Step 1: Select
Appliance

01-SSC-9601

01-SSC-9602

01-SSC-8468

Step 2: Select User
Count

Concurrent User Count High Availability (HA)

Concurrent User Count
01-SSC-9619 (250 User HA)

01-SSC-9617 (100 User HA)
01-SSC-9613 (25 User HA)

01-SSC-9618 (250 User)
01-SSC-9616 (100 User)
01-SSC-9614 (50 User)
01-SSC-9612 (25 User)

Concurrent User Count High Availability (HA)

Concurrent User Count

01-SSC-8471 (5000 User HA)
01-SSC-9652 (2000 User HA)
01-SSC-9650 (1000 User HA)
01-SSC-9648 (500 User HA)
01-SSC-9618 (250 User) 01-SSC-9619 (250 User HA)
01-SSC-9616 (100 User) 01-SSC-9617 (100 User HA)

01-SSC-8470 (5000 User)
01-SSC-9651 (2000 User)
01-SSC-9649 (1000 User)
01-SSC-9647 (500 User)

Virtual Appliance Concurrent User Count

01-SSC-9113 (50 User)
01-SSC-9112 (25 User)
01-SSC-9111 (10 User)

01-SSC-9110 (5 User Lab)

Step 3: Select
Support

1 Year E-Class Support 24x7
For 2 & 3 year options, contact SonicWALL)

01-SSC-7776 (250 User) 01-SSC-7783 (25 User)
01-SSC-7832 (100 User) 01-SSC-9610 (5 User Lab)
01-SSC-7811 (50 User)

1 Year E-Class Support 24x7
(For 2 & 3 year options, contact SonicWALL)

01-SSC-7776 (250 User) 01-SSC-7783 (25 User)
01-SSC-7832 (100 User) 01-8SC-9610 (5 User Lab)
01-SSC-7811 (50 User)

1 Year E-Class Support 24x7
(For 2 & 3 year options, contact SonicWALL)

01-8SC-9114 (50 User) 01-8SC-9120 (10 User)
01-8SC-9117 (25 User) 01-SSC-9123 (5 User Lab)

Step 4: Select Add-
On Features
(Optional)

Native Access Modules provides native protocol
access to Citrix applications and Windows Terminal

Services sessions. = —1 =
= SRAEX7000: Included e
=  SRAEX6000: 01-SSC-9622 ?-F':=“

= SRA Virtual Appliance: 01-SSC-9622

Advanced End Point Control provides advanced
end point control to the SonicWALL Aventail SRA
appliances, including the Advanced Interrogator and
the Secure Desktop features.

= SRAEX7000: Included

= SRAEX6000: 01-SSC-9620

= SRA Virtual Appliance: 01-SSC-9620

Connect Mobile provides remote access for Windows m
Mobile smart phone and PDA users, with “in-office” * 2 )
access optimized for the device. = [ ]

= SRAEX7000: Included

=  SRAEX6000: 01-SSC-9621

= SRA Virtual Appliance: 01-SSC-9621

Advanced Reporting delivers a robust hierarchical log
analysis tool that enables organizations to track and
evaluate all remote user access to enterprise
resources over a SonicWALL Aventail SSL VPN.

= SRAEX7000: 01-SSC-8227

=  SRAEX6000: 01-SSC-8227

= SRA Virtual Appliance: 01-SSC-8227

Spike Licenses allows for the immediate increase of
the remote user count in the event of a business
disruption.

= SRA EX7000: Contact SonicWALL

= SRA EX6000: Contact SonicWALL

= SRA Virtual Appliance: Not Available

SonicWALL Virtual Assist is a remote support tool that
enables a technician to assume control of a customer’s
PC or laptop for the purpose of providing remote
technical assistance.
= Up to 10 Concurrent Technicians: 01-SSC-8464
= Up to 25 Concurrent Technicians: 01-SSC-8465
= Up to 50 Concurrent Technicians 01-SSC-8466
= Up to 100 Concurrent Technicians: 01-SSC-8467
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Product

Part Numbers

Market Positioning
and
Specific Features

Add-On Features
(Optional)

. -

SRA 1200
01-SSC-6063 (SRA 1200 5 Users)

01-SSC-6068 (SRA 1200 Add 5 Users)
01-SSC-6069 (SRA 1200 Add 10 Users)

The SonicWALL SRA 1200 (up to 50 concurrent users)

provides small enterprises with a simple, affordable secure

and clientless remote network and application access

solution for remote and mobile employees. Users can easily

and securely access emall, files, intranets, remote desktops;

Citrix (ICA) based applications and other resources on the

corporate LAN from any location through a standard Web

browser. Includes:

= Seamless integration behind virtually any firewall

= NetExtender technology on Windows, Mac, Linux,
Windows Mobile and Google Android operating systems
provides advanced remote access capabilities

= Granular policy configuration controls

= Personalized portal experience with context-sensitive
help

= Tokenless two-factor authentication

= Remote support capability using SonicWALL® Virtual
Assist

= NetExtender mobile device support to access an entire
intranet as well as Web-based applications

= Basic IPv6 support in anticipation of the new standard

= Application offloading to secure access to Web
applications

= Layer-7 Load Balancing

SonicWALL Security Solutions

ey

= ad L

SRA 4200

01-SSC-5998 (SRA 4200 25 Users)
01-SSC-5999 (SRA 4200 Add 10 Users)
01-SSC-6005 (SRA 4200 Add 25 Users)
01-SSC-6012 (SRA 4200 Add 100 Users)

The SonicWALL SRA 4200 (up to 500 concurrent users) provides mid-
size enterprises with a simple, affordable secure and clientless remote
network and application access solution for remote and mobile
employees. Users can easily and securely access email, files, intranets,
remote desktops; Citrix (ICA) based applications and other resources on
the corporate LAN from any location through a standard Web browser.
Includes:

= Seamless integration behind virtually any firewall

= NetExtender technology on Windows, Mac, Linux, Windows Mobile
and Google Android operating systems provides advanced remote
access capabilities

Granular policy configuration controls

Personalized portal experience with context-sensitive help
Tokenless two-factor authentication

Remote support capability using SonicWALL® Virtual Assist
NetExtender mobile device support to access an entire intranet as
well as Web-based applications

Basic IPv6 support in anticipation of the new standard

Application offloading to secure access to Web applications
Layer-7 Load Balancing

High Availability

SRA Virtual Appliance

01-SSC-8469 (SRA Virtual Appliance 5 Users)
01-SSC-9182 (SRA Virtual Appliance Add 5 Users)
01-SSC-9183 (SRA Virtual Appliance Add 10 Users)
01-SSC-9184 (SRA Virtual Appliance Add 25 Users)

The SonicWALL SRA Virtual Appliance (up to 50 concurrent users) provides small-
to-medium enterprises with a simple, affordable secure and clientless remote
network and application access solution for remote and mobile employees. Users
can easily and securely access email, files, intranets, remote desktops; Citrix (ICA)
based applications and other resources on the corporate LAN from any location
through a standard Web browser.

* Available for VMware ESX and ESXi (version 4.0 and greater)
* Needs 2GB of memory and 2GB of hard disk space

Includes:

= Seamless integration behind virtually any firewall

= NetExtender technology on Windows, Mac, Linux, Windows Mobile and Google
Android operating systems provides advanced remote access capabilities
Granular policy configuration controls

Personalized portal experience with context-sensitive help

Tokenless two-factor authentication

Remote support capability using SonicWALL® Virtual Assist

NetExtender mobile device support to access an entire intranet as well as Web-
based applications

= Basic IPv6 support in anticipation of the new standard

= Application offloading to secure access to Web applications

= Layer-7 Load Balancing

SonicWALL Virtual Assist is a remote support tool that SonicWALL Virtual Access is a remote PC control tool that enables = Virtual Assist/Access Up To 1 Concurrent Technician: 01-SSC-5967

enables a technician to assume control of a customer's PC authorized end users to gain secure remote access to their unattended = Virtual Assist/Access Up To 5 Concurrent Technicians: 01-SSC-5974

or laptop for the purpose of providing remote technical Windows-based computers from anywhere. Users simply need to install = Virtual Assist/Access Up To 10 Concurrent Technicians: 01-SSC-5971

assistance. With the customer’s permission, the technician the Virtual Access agent onto a Windows PC with Internet access and, = Virtual Assist/Access Up To 25 Concurrent Technicians: 01-SSC-5972

can gain instant access to a computer using a Web browser, | aslong as that PC has a connection to the SonicWALL SSL VPN, the = y

making it easy to diagnose and fix a problem remotely user can connect to that PC from anywhere with an Internet connection. ==

without the need for a pre-installed “fat” client. | #: % |

SonicWALL Web Application Firewall (WAF) Service applies reverse proxy analysis of Layer 7 traffic against known signatures, denies | = SRA 1200 Add-On Web Application Firewall (1 Year): 01-SSC-8877

access upon detecting Web application malware, and redirects users to an explanatory error page. SonicWALL WAF detects attacks = SRA 1200 Add-On Web Application Firewall (2 Years): 01-SSC-8878

such as Cross-Site Scripting (CSS), SQL Injection and Cross-Site Request Forgery - L = SRA 1200 Add-On Web Application Firewall (3 Years): 01-SSC-8879

(CSRF), to help attain PCI compliance. WAF custom rule chains provide the extra ! = SRA 4200 Add-On Web Application Firewall (1 Year): 01-SSC-6055

flexibility to follow positive or negative security model to detect custom pattern in \ | = SRA 4200 Add-On Web Application Firewall (2 Years): 01-SSC-6066

HTTP(S) traffic. WWW -~ [ = SRA 4200 Add-On Web Application Firewall (3 Years): 01-SSC-6067

bl = SRA Virtual Appliance Add-On Web Application Firewall (1 Year): 01-SSC-9185

= SRA Virtual Appliance Add-On Web Application Firewall (2 Years): 01-SSC-9186
= SRA Virtual Appliance Add-On Web Application Firewall (3 Years): 01-SSC-9187
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Universal Management Appliance (UMA) f‘ T

Product E-Class UMA EM5000 How to Purchase

Part Numbers 01-SSC-7665
Includes 10 node GMS Software License and 1-year Hardware Warranty

Market Positioning | The SonicWALL® E-Class Universal Management Appliance (UMA) EM5000 centralizes policy 1. Purchase appliance
and | management, monitoring and reporting for multiple SonicWALL appliances. The EM5000 provides | 2. Add additional GMS node licenses as needed using the existing GMS software SKUs

Specific Features | an easier way to configure, enforce and manage policies for SonicWALL firewall, anti-spam, 3. Add Support
backup and recovery, and secure remote access solutions, enhancing efficiency, availability, and = Use existing GMS software support SKUs
ROI. The EM5000 simplifies and automates multi-level policy management, monitoring, and = Use existing Comprehensive GMS Support SKUs
compliance reporting thereby reducing overhead and freeing resources for new revenue = Use new hardware warranty SKUs

opportunities. The UMA EM5000 is ideal for deployments scaling from a few to thousands of
SonicWALL appliances or services, in small-to-mid-enterprise, large enterprise, managed service Example: 60 Node Deployment
provider, or IT consulting environments. Includes:

= Unified policy management SKU ‘Descnptlon ‘ Comments ‘

= Comprehensive monitoring and automated alerting 01-SSC-7665 |Universal Management Appliance EM5000 [Base Hardware: comes with 10 nodes and includes one
= Custom and template-based reporting Quantity: 1 ith 10 Node GMS Software License ear of hardware warranty
= Centralized logging for deep forensic analysis and remediation 01-SSC-3301
= Secure, reliable and optimized hardware architecture Quantity: 2 GMS 25 Node Software Upgrade |Increase node license by 50 to a total of 60
= Intuitive management dashboard
= Online and offline management capabilities pLett '_6514 (D 2 L SRl S e ST B
= High-availability services across multiple sites Quantity: 1 10 Nodes (1 Year) Support SKUs for the 60 software nodes provide support for
= Web services, SNMP, and CLI based integration options 01-SSC-3334 |GMS E-CLASS 24x7 Software Support for  fthe entire deployment, including the Appliance
Quantity: 2 25 Nodes (1 Year) r

Wireless Solution Enablers \_/ . ~ /l
\'-__..4-’/ SN E ..
Product SonicPoint-Ni, SonicPoint-Ne and SonicPoint-N Dual-Radio Access Points Power over Ethernet (PoE) Injector
CERRTTETEM  SonicPoint-Ni Dual-Band Bundle with PoE Injector 01-SSC-8576 01-SSC-5544 (802.3af Gigabit-N)
SonicPoint-Ni Dual-Band Bundle without PoE Injector 01-SSC-8589 (4-pack) 01-SSC-8593 (8-pack) 01-SSC-5545 (802.3at Gigabit-N)
SonicPoint-Ne Dual-Band Bundle with PoE Injector 01-SSC-8578
SonicPoint-Ne Dual-Band Bundle without PoE Injector 01-SSC-8591 (4-pack) 01-SSC-8584 (8-pack)
SonicPoint-N Dual-Radio Bundle with PoE Injector 01-SSC-9290
SonicPoint-N Dual-Radio Bundle without PoE Injector 01-SSC-9292 (4-pack) 01-SSC-9294 (8-pack)
Market Positioning | Compliant with the IEEE 802.11n standard, the SonicPoint-Ni, SonicPoint-Ne and SonicPoint-N Dual-Radio are dependent access points that provide secure | The SonicWALL PoE Injector is an IEEE 802.3af/at
and | wireless LAN connectivity to users on the network. Includes: compliant power injector that detects the presence of PoE-
Specific Features | = Automatic provisioning from TZ, NSA and E-Class NSA Series Appliances* compatible devices and “injects” the appropriate power into
= Support for multiple security options (WPA, WPA2, WEP, SSL VPN, IPSec) the data cable. Includes:
= Support for up to 8 distinct SSIDs with distinct security policies using Virtual Access Points (VAP)** = Remote power feeding
= Multiple input, Multiple output technology (MIMO) = |EEE 802.3 compliant
= |EEE 802.3af/at Power Over Ethernet receive capability*** = Advanced auto-sensing algorithm
= Detachable antennas (SonicPoint-Ne and SonicPoint-N Dual-Radio only) = |nterlocking
= Controllable LEDs (power excluded) and a plastic cover for LEDs and the logo for discreet installations such as hospital rooms
= Wall or Ceiling Mountable Note: SonicPoint-N Dual-Radio requires an 802.3at
* SonicPoint-Ni/SonicPoint-Ne requires SonicOS 5.6.0.3 or greater. SonicPoint-N Dual-Radio-N requires SonicOS 5.8 or greater. compliant PoE injector or switch

**Available on the NSA 240/2400/3500/4500/5000/E5500/E6500/E7500/E8500 running SonicOS 5.8 or greater
***SonicPoint-Ni and SonicPoint-N Dual-Band access points support PoE power only. SonicPoint-Ne Dual-Radio access points can also be powered directly
through an AC adapter
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Email Security -- In 3 Easy Steps:

Step 1: Appliance or Software Step 2: Add Email Protection Step 3: Add Optional Protection
Software Platform This required subscription activates features in the There are three optional subscriptions which can be
SonicWALL Email Security Software is for SonicWALL Email Security (SES) system, Appliance or added to SonicWALL Email Security systems. The
the organizations that desire an email | 2 Software, for up to the number of users purchased. number of users must be the same as the Email
security solution to run on their existing This subscription comes with either 8x5 or 24x7 Protection subscription.
Windows 2003 or 2008 Server system. - = Dynamic Support services.
Software — 01-SSC-6636 Email Compliance Subscription
ggﬁéi?olfgggge&?;_cgﬁj \;Vgg%mszﬁlr:ekﬁ)ﬁfi 2 Features Includes: Compliance Dictionaries, Attachment
GB recommended: Ha’rd Dri\./e'-40 GB free ;pace rﬁin SonicWALL Email Protection subscription with Scanning, Approval Boxes, Record ID matching,
. = = Dynamic Support (8x5 or 24x7) provides threat Archiving, Encryption and compliance reports
Virtual Appliance Platform - 01-SSC-7636 protection for SonicWALL Email Security Software
For organizations that desire an email security or Appliances. Includes: 25 user pack 01-SSC-6639
solution to run in a vmWare environment. . Anti-Spam. Anti-Phishing & Anti-Vi tomatt 50 user pack 01-SSC-6640
System Requirements: vmWare ESXi™ and ESX™ pam, ing & Anti-virus automatic 100 user pack 01-SSC-6646
(version 4.0 and newer); Allocated Memory 2 GB; updates from the SonicWALL GRID Network 250 user pack 01-SSC-6641
Appliance Disk Size 80 GB. » Software and firmware updates 500 user pack 01-SSC-6627
* Phone-based support (8x5 or 24x7), Web-based 750 user pack 01-SSC-6642
; rt anytime 1,000 user pack  01-SSC-6648
Appliance Platforms RMA for o o ; P
; ) . . ) . ppliance - One (1) year warranty for 2,000 user pack  01-SSC-6643
gg::gwﬁtt Em::: g:gﬂ:::y ?&?uzcgesrei?r:rs]?a\l?lel? the repair or replacement of any defective product due 5,000 user gack 01-SSC-6644
Y P : to manufacturer's defects 10,000 user pack  01-SSC-6735
New Appliance Models
Model ESA 3300 — 01-SSC-6607 8x5 24x7 L. L.
2 GB RAM, 250 GB hard drive, Intel 2.0 GHz CPU User Packs Support Support Anti-Virus Subscnpﬂons
Model ESA 4300 - 01-SSC-6608 Includes: McAfee and/or Kaspersky signature
4 GB RAM, 2x 250 GB hard drive (RAID-1), Intel 25 user pack 01-SSC-6659  01-SSC-6669 s SOMCALL Time om0 At s s
Dualcore 2.13 GHz CPU 50 user pack 01-SSC-6660 01-SSC-6670 ngbie ’detection
Model ESA ES8300 — 01-SSC-6609 100 user pack 01-SSC-6666 01-SSC-6676
4 GB RAM, 4x750 GB HDD (RAID-5), 250 user pack 01-SSC-6661 01-SSC-6671 McAfee Kaspersky
Quadcore 2 GHz CPU 500 user pack 01-SSC-6667 01-SSC-6677 25 user pack 01-SSC-6759 01-SSC-6769
750 user pack 01-SSC-6662 01-SSC-6672 50 user pack 01-SSC-6760 01-SSC-6770
h - 1,000 user pack ~ 01-SSC-6668 01-8SC-6678 100 user pack 01-SSC-6766 01-SSC-6776
—— ‘-% 2,000 user pack  01-SSC-6663 01-SSC-6673 250 user pack 01-SSC-6761 01-SSC-6771
' 5,000 user pack  01-SSC-6664 01-SSC-6674 500 user pack 01-SSC-6767 01-SSC-6777
. 10,000 user pack 01-SSC-6716 01-SSC-6730 750 user pack 01-SSC-6762 01-SSC-6772
More Appliance Models 1,000 user pack  01-SSC-6768 01-SSC-6778
Model ESA 300 — 01-SSC-6601 2,000 user pack  01-SSC-6763 01-SSC-6773
1 GB RAM, 80 GB hard drive, 2.66 GHz CPU User Packs can be quantity stacked to obtain the 5,000 user pack ~ 01-SSC-6764 01-SSC-6774
Model ESA 500 — 01-SSC-6603 desired number of users for a given subscription, i.e. 10,000 user pack  01-SSC-7562 01-SSC-7565
1 GB RAM, 2x80 GB HD (RAID-1), 2.66 GHz CPU 75 users = 50 user pack + 25 user pack.
Model ESA ES6000 — 01-SSC-6604
2 GB RAM, 2x160 GB HD (RAID-1), 3.2 GHz CPU

SonicWALL Email Security for Microsoft Windows Small Business Server (SES for SBS)

Product " Part Numbers Description

SES for SBS E ‘ SES for SBS - 1 Server + 25 User (1 Yr) 01-SSC-7600 | SonicWALL® Email Security for Microsoft Small Business Server (SES for SBS) provides
§ SES for SBS - Renewal/Upgrade - 25 User (1 Yr) 01-SSC-7610 | award-winning email protection for both inbound and outbound email. SES for SBS is
specifically designed to install directly on the SBS hardware server and stops over 98% of spam.
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CDP 210

01-SSC-9309

The SonicWALL® Continuous Data Protection (CDP)
210 is designed to be used in small, remote or
branch offices for multiple workstation and server
backup and provides a usable capacity of up to 1.7
TB (at a standard 2:1 compression ratio). Powered
by SonicWALL's next-generation CDP 6.0 firmware,
it delivers the comprehensive data protection
organizations demand and the power administrators
need for vigilant data backup and disaster recovery.
With granular, globally enforced policy controls over
the entire backup operation, business-relevant data
assets are automatically preserved and protected
against loss from file, device, and location based
disasters. A sophisticated new fileset backup
methodology combined with agent-based data de-
duplication speeds the backup process and
optimizes bandwidth usage while maintaining total
information continuity and the ability to flexibly
restore multiple revisions across Windows®, Linux®
and Mac OS® platforms.

SonicWALL Security Solutions
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CDP 220
01-SSC-9315

The SonicWALL® Continuous Data Protection (CDP)
220 is designed to be used in small, remote or
branch offices and distributed environments for
multiple workstation and server backup and provides
a usable capacity of up to 3.4 TB (at a standard 2:1
compression ratio). Powered by SonicWALL's next-
generation CDP 6.0 firmware, it delivers the
comprehensive data protection organizations
demand and the power administrators need for
vigilant data backup and disaster recovery. With
granular, globally enforced policy controls over the
entire backup operation, business-relevant data
assets are automatically preserved and protected
against loss from file, device, and location based
disasters. A sophisticated new fileset backup
methodology combined with agent-based data de-
duplication speeds the backup process and
optimizes bandwidth usage while maintaining total
information continuity and the ability to flexibly
restore multiple revisions across Windows®, Linux®
and Mac OS® platforms.

e

CDP 5040B
01-SSC-9316

SonicWALL® Continuous Data Protection (CDP)
5040B is ideal for small and medium sized
organizations demanding high performance and
capacity. Scalable up to 10 TB (at a standard 2:1
compression ratio), the CDP 5040B can be deployed
as an upstream unit in a site-to-site data backup
environment or provide local backup for multiple
workstation and server applications. Powered by
SonicWALL's next-generation CDP 6.0 firmware, it
delivers the comprehensive data protection
organizations demand and the power administrators
need for vigilant data backup and disaster recovery.
With granular, globally enforced policy controls over
the entire backup operation, business-relevant data
assets are automatically preserved and protected
against loss from file, device, and location based
disasters. A sophisticated new fileset backup
methodology combined with agent-based data de-
duplication speeds the backup process and
optimizes bandwidth usage while maintaining total
information continuity and the ability to flexibly
restore multiple revisions across Windows®, Linux®
and Mac OS® platforms.

CDP 6080B
01-SSC-9317

SonicWALL® Continuous Data Protection (CDP)
6080B is ideal for medium sized organizations
demanding high performance and capacity. Scalable
up to 20 TB (at a standard 2:1 compression ratio),
the CDP 6080B can be deployed as an upstream unit
in a site-to-site data backup environment or provide
local backup for multiple workstation and server
applications. Powered by SonicWALL'’s next-
generation CDP 6.0 firmware, it delivers the
comprehensive data protection organizations
demand and the power administrators need for
vigilant data backup and disaster recovery. With
granular, globally enforced policy controls over the
entire backup operation, business-relevant data
assets are automatically preserved and protected
against loss from file, device, and location based
disasters. A sophisticated new fileset backup
methodology combined with agent-based data de-
duplication speeds the backup process and
optimizes bandwidth usage while maintaining total
information continuity and the ability to flexibly
restore multiple revisions across Windows®, Linux®
and Mac OS® platforms.

CDP Site-to-Site Service

01-SSC-6480/3

SonicWALL CDP Site-to-Site Backup is
an offsite backup and recovery solution
that securely sends business critical data
from one CDP appliance located in a
primary site to another CDP appliance
located in a secondary site over the Wide
Area Network (WAN) or Local Area
Network (LAN) for disaster recovery (DR)
protection. Only the latest version of data
required for DR is securely transmitted
and encrypted with AES 256-bit
encryption technology during data
transmission and data at-rest for
maximum security from cyber threats.
This feature enables organizations to be
fully operational quickly after a disaster
event.

Available in 1-Yr Subscription

The CDP Offsite Service provides an offsite
backup and recovery solution that stores the
data in a secure data center, enabling
enterprises to be up and running quickly after a
disaster event. All data is securely transmitted
and encrypted with an AES 256-bit encryption
key. IT Administrators can recover the data
through an easy-to-use interface in the event
the CDP unit at the local level is not viable.

5GB of Yearly Offsite Storage - 01-SSC-6340
10GB of Yearly Offsite Storage - 01-SSC-6341
25GB of Yearly Offsite Storage - 01-SSC-6344
50GB of Yearly Offsite Storage - 01-SSC-6347
75GB of Yearly Offsite Storage - 01-SSC-6348
100GB of Yearly Offsite Storage - 01-SSC-6349

CDP Offsite Service

for use.

CDP 6080B 4-Disk Pack
Upgrade Kit

01-SSC-9301

The SonicWALL CDP 6080B 4-Disk
Pack Upgrade Kit consists of 4
additional drives that can be added to
the CDP 6080B to bring the total
usable capacity up to 20 TB (at a
standard 2:1 compression ratio).

Once the License Key for this
additional SKU is inserted into the
system, the additional 10 TB of
capacity (at a standard 2:1
compression ratio) becomes available

License
01-SSC-9318

Server.

per the appliance model.

CDP Microsoft Applications

The CDP Microsoft Applications
License can be used for backup and
recovery of one supported Microsoft
application such as Exchange, SQL,
SharePoint, Active Directory or Small
Business Server Standard or Premium.
This license supports all Microsoft
applications that come as a standard
configuration for Small Business

Example: In a standard configuration,
if the appliance enables protection for
one Microsoft application, purchase
additional quantities of the SKU to
increase the number of supported
Microsoft applications required for the
backup environment. The SKU is
stackable up to the maximum number
of applications and servers supported

CDP Server/Workstation
Licenses

01-SSC-9381 Server Agent
01-SSC-9383 Laptop/Desktop Agent

The CDP Server License can be used for
backup and recovery of one supported
Windows®, Mac OS® and Linux® File
Server. Example: In a standard
configuration, If the appliance enables
protection for one (1) File Server,
purchase additional quantities of the SKU
to increase the number of File Servers
required for the backup environment.

The CDP Workstation License can be
used for backup and recovery of 10
supported Windows® and Mac OS®
workstations. Example: In a standard
configuration If the appliance enables
protection for ten (10) workstations,
purchase additional quantities of the SKU
to increase the number of workstations
required for the backup environment.
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Recovery Manager for Exchange

01-SSC-9380

SonicWALL® Recovery Manager for Exchange
makes discovering and recovering business-critical
Exchange data fast and easy. Recovery Manager
saves money by eliminating the need for a dedicated
recovery server. It helps save time by performing fast
searches based on sender, recipient, date, subject,
message keyword or attachment keyword. In
addition, it helps save critical data by granularly
searching backed-up attachment content, public
folders and public folder hierarchies in Exchange and
Lotus® Domino.

Key Features:

= Multiple data source recovery supports multiple
public folders, multiple mailboxes, and PSTs—all
from a single interface.

= Support for third-party backup software enables
searching native Microsoft backups and most
major third-party backups including CA®
ARCserve, CA BrightStor, EMC® Legato
NetWorker, HP® Data Protector, IBM® Tivoli
Storage Manager, Microsoft Data Protection
Manager, Veritas® Backup Exec, and Veritas
NetBackup.

SonicWALL Security Solutions

SonicWALL

Bare Metal Restore/Local Archiving -
Server

01-SSC-6390

SonicWALL Bare Metal Recovery/Local Archiving
software creates an exact image of an entire server -
including the operating system files, programs,
databases, and settings, enabling the recovery of an
entire system in minutes. Customers can also
explore their bare metal archives to recover
individual files and folders using Windows’ familiar
drag-and-drop file copying operation. Moreover, its
wizard-driven graphical user interface (GUI) is easy-
to-use, making it an ideal application for even novice
PC users.

Key Features:

= Instant bare-metal recovery and local archiving

= Restoration of individual files and folders from
archived images

= Easy to use Windows, XP-like wizard interface.

= Support for SAN, NAS, RAID, CD/DVD, USB,
IEEE1394, SCSI and other backup storage

= Support for all operating systems, including:
Windows 2003 Server, Windows 2000 Advanced
Server, Windows 2000 Server, Windows NT4.0
Server SP6

SonicWALL

Bare Metal Restore w/Universal Restore
- Enterprise Server

01-SSC-6496

SonicWALL Universal Restore is an add-on module
for SonicWALL Bare Metal Recovery Server Edition
software which allows recovery of server system
state images to dissimilar physical or virtual
hardware regardless of make, model, or installed
components. SonicWALL Universal Restore
prepares you for even the most unforeseen events
so that no matter what type of disaster you're
recovering from, so long as you have an image, you
can restore it.

Key Features:

= Disaster recovery - restore a disk image to either
identical or dissimilar hardware

= Physical and Virtual Server restoration -
(Physical to Physical, Physical to Virtual, Virtual
to Virtual or Virtual to Physical

= Easy-to-use wizard-driven interface

= Support for BartPE and WinPE pre-installation
environments

SonicWALL

Bare Metal Restore/Local Archiving -
Workstation

01-SSC-6391

SonicWALL Bare Metal Recovery/Local Archiving
software creates an exact image of an entire system -
including the operating system, applications and all user
data, or an individual disk partition, enabling the
recovery of an entire system in minutes. Customers can
also explore their bare metal archives to recover
individual files and folders using Windows’ familiar drag-
and-drop file copying operation. Moreover, its wizard-
driven graphical user interface (GUI) is easy-to-use,
making it an ideal application for even novice PC users.

Key Features:

= Instant bare-metal recovery and local archiving

= Restoration of individual files and folders from
archives images

= Easy-to-use Windows, XP-like wizard interface.

= Support for SAN, NAS, RAID, CD/DVD, USB,
IEEE1394, SCSI and other backup storage

= Support for workstation operating systems: Win98,
2000 Professional, ME, XP, NT4.0 workstation SP6

. SonicWALL ContactInformation ...nnnnn ...
SonicWALL Austria 0820 400105 austria@sonicwall.com SonicWALL Benelux +32324288 21 benelux@sonicwall.com SonicWALL France +3211300609 france@sonicwall.com

SonicWALL Germany +49 89 4545946 germany@sonicwall.com SonicWALL ltaly +39 107 407 851 italy@sonicwall.com SonicWALL Nordic +46 841071700 nordic@sonicwall.com
SonicWALL Portugal/Spain ~ + 34 653 948 287 spain@sonicwall.com SonicWALL Switzerland +4144 8103135  switzerland@sonicwall.com SonicWALL UK/lreland  +44 1932573900 uk@sonicwall.com

SonicWALL Eastern Europe  + 48 6025 20009 SonicWALL MEA +9714 609 1753

easterneurope@sonicwall.com

https://partnerlink.sonicwall.com/

mea@sonicwall.com

Authorized Distributors: http://www.sonicwall.com/emea/2756.html

Channel Marketing & Sales Tools: Email: EMEA partners@sonicwall.com

SonicWALL's line-up of comprehensive protection
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