
White Paper |

Enterprise
Driving Operational Efficiency: A Guide 

to Using AirWave Wireless Management 

Suite™ for Service Desk Troubleshooting



  
 

 
 
1        A G uide to Us ing AirWave for S ervice Des k Troubles hooting     Aruba Networks 
 
 

Table Contents 
 

Introduc tion ............................................................................................................................................ 2 

P roblem #1:  ‘‘ I can’t get onto the network’’ ...................................................................................... 3 

2.1 S tep 1: Has  the user ever connected?  .......................................................................... 3 

2.2 S tep 2: Has  the user connected recently?  .................................................................... 3 

2.3 S tep 3: C heck the user’s  AP  association history ........................................................... 4 

2.4 S tep 4: C heck the usual AP ’s  s tatus  ............................................................................. 5 

2.5 S tep 5: C heck the S S ID ................................................................................................ 5 

2.6 S tep 6: Look at the network status  in the user’s  work area........................................... 6 

2.7 S tep 7: Look for alerts  on AP  or authentication issues  .................................................. 6 

P roblem #2:  ‘‘The network is  s low’’ ................................................................................................... 7 

3.1 S tep 1: Verify the work location .................................................................................... 7 

3.2 S tep 2: C heck the S S ID ................................................................................................ 7 

3.3 S tep 3: E xamine the s ignal quality ................................................................................ 7 

3.4 S tep 4: Look at bandwidth usage ................................................................................. 8 

3.5 S tep 5: C heck that the user is  connected to the usual AP  ............................................ 9 

3.6 S tep 6: C onfirm coverage at the user’s  phys ical location ............................................. 9 

3.7 S tep 7: C heck AP  usage levels  ....................................................................................11 

3.8 S tep 9: Look for IDS  alerts  ...........................................................................................12 

P roblem #3:  ‘‘My connection keeps dropping’’ ............................................................................. 13 

Us ing AirW ave to E s c alate to Network E ngineering ................................................................. 13 

Summary .............................................................................................................................................. 14 

  



  
 

 
 
2        A G uide to Us ing AirWave for S ervice Des k Troubles hooting     Aruba Networks 
 
 

1.  Introduc tion 
 
In a typical IT organization, the s ervice des k takes  incoming us er s upport calls  and determines  whether 
the problem is  an individual us er or device is s ue or a broader network is s ue that might affect multiple 
us ers . The s ervice des k its elf is  us ually handles  the individual us er problems  and es calates  broader 
network is s ues  to the network engineering or network operations  team. 
 
With wireles s  networks , mos t us er complaints  boil down to one of three obs ervable problems : 

• ‘‘ I cannot connect to the wireles s  network.’’ 
• ‘‘The wireles s  network is  s low.’’  
• ‘‘My connection keeps  dropping.’’  

 
There are dozens  of different potential root caus es  for any of thes e three s ymptoms . Many, if not mos t, 
of thes e problems  are related to c lient device s ettings  or authentication is s ues  -----  is s ues  that the s ervice 
des k s hould be able to res olve quickly over the phone. P roblems , s uch as  is s ues  with wireles s  
controllers  or AP s  or is s ues  in wired infras tructure, require direct involvement from various  teams  within 
network engineering. Unfortunately, when the s ervice des k does  not have the tools  and diagnos tic  
capabilities  to perform a firs t-level triage, mos t is s ues  are es calated directly to network engineering. No 
one likes  the res ult. Us ers  are unhappy becaus e their problems  are not res olved quickly. The s ervice 
des k s taff becomes  frus trated becaus e they cannot do their jobs . Network engineers  s uffer becaus e 
they are s wamped with calls  related to the wireles s  LAN (WLAN).  
 
AirWave Wireles s  Management S uite™  from Aruba Networks , cons is ts  of AirWave Management 
P latform™  (AMP ),  AirWave R AP IDS ™  R ogue Detection and AirWave Vis ualR F™  Location and Mapping, 
gives  the IT organization a more effic ient way to handle all as pects  of wireles s  s upport. With its  eas y-to-
us e interface and us er-centric  approach, AirWave is  des igned to let the s ervice des k do triage and 
troubles hooting, s o that the network engineering s taff can focus  on the real Level 3 problems .  
 
This  white paper provides  a s tep-by-s tep guide explaining how s ervice des k s taff can us e AirWave to: 
• Dis tinguis h between common us er and device 

problems  and network is s ues  
• Diagnos e and res olve client is s ues  
• G ather us eful information to enable fas ter 

problem res olution when is s ues  mus t be 
es calated to network engineering 

 
The figure at the right depicts  the bas ic  
troubles hooting workflow process  for the s ervice 
des k. Mos t of its  s teps  can be performed in 
minutes  with read-only acces s  to AirWave, us ually 
while the us er is  s till on the telephone. B y 
following this  proces s , you s tart with the problem 
reported by the us er and work your way through 
the mos t common root caus es , including client 
device configuration problems , AP /load is s ues  
and R F coverage is s ues . 
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The AirWave troubleshooting proces s  for the s ervice des k. 

2.   P roblem #1:  ‘‘ I c an’ t get onto the network’’  
 
When a us er cannot connect to the network at all,  the problem often relates  to s ecurity or configuration 
s ettings  on the device with which he or s he is  trying to connect. Therefore, the troubles hooting proces s  
s tarts  by as certaining the likelihood of improper s ettings . 

2.1 S tep 1:  Has  the us er ever c onnec ted?  
When a us er has  never connected to the network, the firs t s tep is  to check s ec urity and configuration 
s ettings . Talk the us er through a checklis t of the proper s ecurity and configuration s ettings  until you are 
s ure that the device is  s et up appropriately. If the us er s till cannot connect, continue through the s teps  
des cribed below. 

2.2 S tep 2:  Has  the us er c onnec ted rec ently?  
B ecaus e AirWave automatically tracks  every user and device that as s ociates  with your network, you can 
eas ily verify whether the us er has  recently connected by entering his  or her us ername in the s earch box 
available in the top right-hand corner of every page of the AirWave Management P latform (AMP ). Anyone 
who has  recently connected, whether or not he or s he is  currently on the network, will appear in the 
s earch res ults . (The length of time during which pas t us er ass ociations  appear in thes e s earch res ults  
depend on how your organization has  configured AMP .) It is  pos s ible to s earch for a us er via MAC  
addres s , although few us ers  would have this  information available during a s ervice des k interaction. 
 

 
 
The s earch s ummary res ults  page s hows  the MAC  addres s , AP  and S S ID, as s ociation time and other 
relevant information. Notice that the us ers  who are currently connected are highlighted in green. For 
us ers  who aren’t connected, you s ee information about the mos t recent connection.  
 
If the us er has  not connected recently, determine whether he or s he has  changed hardware recently. 
Als o, cons ider whether there have been changes  to s ecurity polic ies  that may have made the us er’s  
device configuration obs olete. For example, s ome organizations  are s till trans itioning parts  of the WLAN 
from Wired E quivalent P rivacy (WE P ) to Wi-Fi P rotected Acces s  (WP A) and WP A2. In either cas e, you 
may have to take the us er through all or part of the s ecurity and configuration checklis t des cribed above. 
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If the us er has  connected recently, it is  more effic ient to complete S teps  3---7 before cons idering device-
level problems . 

2.3 S tep 3:  C hec k the us er’s  AP  as s oc iation his tory 
Firs t, log into the AirWave Management P latform (AMP ) and find the us er via s earch. C lick on his  or her 
MAC  addres s  to acces s  the us er’s  individual details . At the bottom of the us er details  page, you will find 
a table dis playing the us er’s  as s ociation his tory. It will tell you if the us er always  connects  to the s ame 
AP  s o that you can check its  s tatus . Verify verbally that the us er is  in his  or her us ual location. If the us er 
is  not in his  or her us ual location, you will want to s kip to S tep 6;  otherwis e, continue to S tep 4.  
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2.4 S tep 4:  C hec k the us ual AP ’s  s tatus  
Y ou can click directly into the AP  its elf us ing the hyperlink in the as s ociation his tory table and view the 
appropriate AP  monitoring page. At the top of the page, you will s ee the s tatus  as  well as  a quick view of 
the overall s ituation on the AP . When the us er can’t connect, you need only be concerned about whether 
the AP  is  up or down and whether the configuration s tatus  is  good or s omehow out of policy. We vis it 
this  page again when we review the s teps  to troubles hoot a s low connection.  
 

 
 
Y our network engineering team has  s et up AMP  to poll the network infras tructure at a predetermined 
interval, us ually every 5 to 10 minutes . If you want up-to-the-s econd information, you can click the 
polling buttons  on the AP  monitoring page. (Depending on the infras tructure deployed on your WLAN, 
this  button may s ay ‘‘P oll C ontroller Now’’ or ‘‘P oll Now.’’) If you do identify a down AP  or one that’s  out 
of policy, go to S ection 5 of this  document and follow the s teps  for es calating to network engineering.  
 
If the AP  is  down, the AP  monitoring page provides  explanatory text that can be us eful in es calating the 
problem to the appropriate res ource. For example, in the s ituation depicted below, the root caus e of the 
problem appears  to be a downed s witch. In many organizations , different engineering teams  handle 
wired and wireles s  infras tructure. B y es calating to the appropriate res ource, you can get your us er’s  
problem fixed more quickly. 
 

 

2.5 S tep 5:  C hec k the S S ID 
The us er details  page s hows  the S S ID to which the us er is  connected. In s ome cas es , the us er may have 
connected to the wrong network (for example, a gues t network or voice network).  The us er may report a 
problem s uch as  ‘‘ I can’t connect to the Internet’’ or ‘‘ I can’t acces s  my file s ervers .’’  Y ou can quickly 
remedy the problem by correcting the S S ID s etup in the us er’s  wireles s  network connection.  
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2.6 S tep 6:  Look at the network s tatus  in the us er’s  work area  
If you s us pect that another AP  is  involved, you can clic k on the floor plan thumbnail on the us er details  
page to get a vis ual view of the network. Y ou may s ee another down AP  in the us er’s  work area. 
Depending on how your organization has  configured the s ys tem, thes e AP s  may be depicted with a red 
background in the floor plan. Alternatively, if your network engineering team has  us ed AMP  to s et up 
folders  or groups  that corres pond to phys ical locations  (for example, a ‘‘New J ers ey Warehous e Facility’’  
folder), you can navigate to the folder (Home-AP s /Devices - <Foldername>) to check the s tatus  of AP s  in 
the us er’s  location. 
 

 

2.7 S tep 7:  Look for alerts  on AP  or authentic ation is s ues  
The us er details  page contains  an Alerts  s ection that s hows  AMP  alerts  (generally notifications  that an 
AP  is  going up and down, incidents  (trouble tickets  s et up in AMP , which are des cribed in S ection 4 of 
this  white paper), and alerts  on R ADIUS  authentication is s ues ).  
 
R ADIUS  authentication is s ues  are common caus es  of connectivity problems . AMP  might s how thes e 
alerts  when: 

• A client is  mis configured 
• The us er is  entering an incorrect pas s word 
• The back-end R ADIUS  s erver did not res pond to an authentication reques t, either due to 

network is s ues  caus ing timeouts  or becaus e the s erver is  down 

NOTE :  If AMP  does  not s how a us er being connected to your network but he or s he reports  
network acces s , the us er may be connected to a rogue acces s  point or other unauthorized ad 
hoc network. In this  cas e, the s ervice des k s hould contact network engineering immediately 
and offer the us er as s is tance in reconfiguring the connection.   
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3.   P roblem #2:  ‘‘The network is  s low’’  
As  with connectivity problems , s low network connections  have a variety of caus es . Always  s tart by 
as king the us er how he or s he knows  that the network is  s low. The s ubjective information that he or s he 
provides , s uch as  ‘‘When I’m in my office it’s  always  much fas ter!’’  may s ave you s ome s teps  in the 
troubles hooting proces s  des cribed below. 

3.1 S tep 1:  Verify the work loc ation 
Determine whether this  us er connects  regularly and whether he or s he is  in the us ual work location. Y ou 
can as k the us er and verify his  or her res pons es  via the us er details  page in AMP  (s ee S teps  3 and 4).  

3.2 S tep 2:  C hec k the S S ID 
Many organizations  have gues t networks  that leverage the s ame AP s  as  their internal networks  but that 
are configured to run at a s lower data rate. When a us er inadvertently connects  to the gues t network, the 
problem may pres ent its elf as  a s low connection. Y ou can check the S S ID to which your us er is  
connected through the s earch s ummary res ults  or on the us er details  page. 
 

 

3.3 S tep 3:  E xamine the s ignal quality 
In the next s et of s teps , you will us e the rich s et of information available on the us er details  page as  well 
as  the diagnos tics  tab for the us er. On the middle of the page, you will s ee a chart s howing current 
s ignal quality to his torical levels . Y ou can us e the s lider at the bottom of the chart to adjus t its  time s cale 
to include data for up to one year in the pas t, s o that it reflects  a relevant picture of the us er’s  network 
us age. 
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The numbers  on this  chart repres ent raw s ignal s trength. While >20 generally repres ents  an ideal value 
across  wireles s  networks , actual values  vary s ignificantly acros s  infras tructure vendors  and cus tomer 
environments . Therefore, it’s  more important to look at trends  -----  comparing the us er’s  s ignal s trength to 
his  or her previous  experience on the network -----  than to abs olute values .  

3.4 S tep 4:  Look at bandwidth us age 
To the right of the s ignal quality chart, the us er details  page includes  a chart s howing the us er’s  
bandwidth us age. Again, you can us e the s lider at the bottom of the chart to adjus t its  time s cale to 
include his torical data for up to one year. Note that this  graph s hows  bandwidth us age from the 
pers pective of the AP . B andwidth ‘‘ in’’  from the device to the AP  is  at the bottom of the chart, while 
bandwidth ‘‘out’’ from the AP  to the device is  at the top. Look for deviations  from his torical bandwidth 
us age rates . If you s ee anything unus ual, you can click to the us er diagnos tics  page for further 
evaluation. 
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At the top of this  page, you will s ee a table that s hows  a s naps hot of the us er’s  connection and a lis t of 
pos s ible connectivity problems . It compares  actual values  to ideal values  bas ed on indus try norms . Any 
pos s ible caus e that deviates  from the norm will be s hown in bold red text. If high us er bandwidth 
appears  to be an is s ue, you can go down to the diagnos tic  s ummary table and c ompare us age over the 
las t few hours , day and week. Then, as k the us er what he or s he has  been doing. It may be a s pecific  
tas k s uch as  a file trans fer that’s  caus ing the problem. C ertain virus es  als o may caus e a us er’s  machine 
to cons ume large quantities  of bandwidth.  

3.5 S tep 5:  C hec k that the us er is  c onnec ted to the us ual AP  
C onfirm that the us er is  in his  or her normal location. Look at the As s ociation His tory table on the us er 
details  page. If you s ee frequent roams  that don’t s eem to correlate to actual movements , the us er might 
be ping-ponging between neighboring AP s . AP  problems , R F interference or a client problem on the 
us er’s  device can caus e this  condition. Look for AP  problems  by examining any AMP  alerts  (s hown at 
the top right portion of the us er details  page). We will provide ins tructions  for how to identify R F 
interference in S tep 8 below. The next s tep covers  c lient problems .  

3.6 S tep 6:  C onfirm c overage at the us er’s  phys ic al loc ation 
The us er’s  location relative to the as s ociated AP  has  a s ignificant effect on s ignal quality and network 
performance. The eas ies t way to troubles hoot for location-dependent problems  is  with the AirWave 
Vis ualR F™  Location and Mapping feature. Vis ualR F gives  you an accurate real-time view of your 
network. Y ou can acces s  Vis ualR F by clicking on the building floor plan thumbnail on the us er details  
page. 
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When Vis ualR F loads , you can s ee the actual location of the us er and a line to the AP  to which he or s he 
is  as s ociated. If you check the ‘‘AP  Neighbors ’’ box in the dis play options , you will s ee the phys ical 
location of the AP  and calculated s ignal s trength, along with calc ulated s ignal s trengths  to other, 
unas s ociated AP s . This  view can quickly s how you if you have a ‘‘s ticky roaming’’ problem, where the 
us er has  moved but his  device is  s taying as s ociated with a dis tant AP . AirWave cus tomers  have seen 
this  problem mos t frequently with handheld s canners  and other Windows  Mobile or Windows  C E  
devices . 
 
If s ignal s trength looks  ques tionable, as k the us er to move clos er to the AP  and report performance. 
• If performance improves  noticeably when the us er is  c los er to the AP , poor R F s ignal s trength is  a 

likely caus e of the problem. Y ou can check the ‘‘Heatmap’’ view in Vis ualR F to s ee if any 
neighboring acces s  points  might provide a s tronger, c learer s ignal to the us er. In our example, the 
areas  with the s tronges t s ignal are depicted in red, while areas  with the weakes t (or no) s ignal are in 
light blue or white.  

• If performance does  not improve when the us er is  c los er to the AP , R F interference may s till affect 
performance even when the us er is  receiving a s trong s ignal from a nearby AP . Y ou will learn how to 
check whether R F interference is  likely to be a caus e of the problem in S tep 8 below. 

 
If you want to look at the us er’s  movements , Vis ualR F  can play back us er locations  over the pas t 24 
hours . From the Vis ualR F interface, c lick on the us er’s  icon. A pop-up will come up, from which you 
s elect the ‘‘Dis play’’ tab and click on the period of time (4, 8 or 24 hours ) for which you want to view 
data. 
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3.7 S tep 7:  C hec k AP  us age levels  
The top of the us er diagnos tics  page contains  s everal pieces  of information to help you find pos s ible 
problems  relating to overall AP  us age: 
 

• High us er load on AP /radio and high AP /radio bandwidth: The AP  could s imply be overloaded. If 
you have multiple AP s  at the us er’s  location, you may be able to s ugges t that the us er connect 
to another AP . 

• 802.11b us ers  as s ociated to 802.11bg radio and 802.11b/g or 802.11a us ers  as sociated to 
802.11n radio: B oth of thes e conditions  caus e s low s ervice for all us ers  ass ociated to the AP . If 
you s ee this  as  a pers is tent problem, your organization may choos e to upgrade thos e us ers . 
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Als o look at the AP  B andwidth line on the Diagnos tic  S ummary table (depicted in S tep 4). C licking on the 
‘‘AP  B andwidth’’ hyperlink brings  up a s eries  of charts . If bandwidth looks  high compared to his torical 
norms , you can navigate to the AP  monitoring page for a deeper review. 
 

 
 
 
B elow the s ummary charts  of us er load and bandwidth us age, you can s ee a lis t of actual us ers  
as s ociated with the AP . S ort the us er lis t by bandwidth cons umption to quickly s ee if another us er is  
cons uming exces s ive amounts  of bandwidth. If this  is  the cas e, contact that us er and go through S tep 4 
des cribed above. 
 

 

3.8 S tep 9:  Look for IDS  alerts  
IDS  alerts  may indicate man-in-the-middle or denial-of-s ervice attacks  on your network -----  both of which 
can dis rupt s ervice to us ers . If you s ee a large number of IDS  events  s howing in the Alert S ummary 
s ection of your AirWave home page, be s ure to alert network engineering.  
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5.   P roblem #3:  ‘‘My c onnec tion keeps  dropping’’  
When a us er’s  connection is  dropping repeatedly, the troubles hooting proces s  is  very s imilar to the 
s teps  des cribed above for no connection or a s low connection. Typically, this  s ituation happens  
becaus e of R F interference, ping-ponging, s ticky roaming, or a bad driver in a c lient device.  
 
Y ou can take the following s teps  to narrow down the problem: 
 

1. Verify that the us er is  in his  or her us ual location.  
2. Determine whether he or s he connects  regularly. If the us er connects  infrequently, troubles hoot 

the device s ettings  firs t.  
3. C heck that he or s he is  connected to the us ual AP .  
4. E xamine the AP  as s ociation his tory for s igns  of ping-ponging. 
5. Look for changes  in s ignal quality, us ing the chart on the us er details  page.  
6. Us e Vis ualR F’s  us er location playback feature to s ee if the us er’s  movements  could have 

affected s ignal quality and to look for s ticky roaming.  
7. Look for IDS  alerts . 
8. Troubles hoot device s ettings , and if neces s ary, reins tall drivers . 

 

6.   Us ing AirWave to E s c alate to Network E ngineering 
AirWave cus tomers  have found that they can res olve the majority of s ervice des k calls  jus t by taking the 
s teps  above. Other problems , however, require working with your network engineering team. While 
es calation proces s es  vary from organization to organization, us ing AirWave Wireles s  Management S uite 
makes  the handover s ignificantly more effic ient. 
 
Many organizations  already have a s ys tem in place for managing us er trouble tickets . However, if no 
s uch s ys tem exis ts , you can us e the HelpDes k function in the AirWave Management P latform to track 
is s ues . Y ou us e this  function to create an incident as  s oon as  you begin working with the us er, or you 
can wait until you have is olated the problem. 
 
HelpDes k incidents  include a name and des cription. More importantly, you can ‘‘relate’’ any AMP  page 
to the incident s imply by clicking on an inc ident link as  you navigate through the s ys tem during 
troubles hooting. In addition, you can click on a ‘‘picture’’ item to incorporate a s naps hot of the page -----  a 
picture of exactly what you s aw at the point in time when the us er was  experiencing the problem. Y ou 
s hould take s naps hots  of any page where you s aw anomalies  s o that network engineering can make an 
informed as s es s ment after es calation. 
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7.  Summary 
The troubles hooting proces s  des cribed in this  white paper, s upported by the valuable data captured in 
AirWave, drives  operational effic iency for the s ervice des k and the entire IT organization. AirWave 
cus tomers  have been able to get s ervice des k pers onnel ready to perform troubles hooting activities  with 
a two- to four-hour training s es s ion. In doing s o, they offload routine troubles hooting from their network 
engineering res ources , who can then work more s trategically and proactively to improve s ervice quality 
for all us ers . The benefits  of this  approach include:  

• Fas ter trouble ticket res olution 
• Lower s upport cos ts  
• Higher s ervice quality 
• More s atis fied us ers  
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About Aruba Networks  
 
Aruba is  the global leader in dis tributed enterpris e networks . Its  award-winning portfolio of campus , 
branch/teleworker, and mobile s olutions  s implify operations  and s ecure acces s  to all corporate 
applications  and s ervices  -  regardles s  of the us er's  device, location, or network.  This  dramatically 
improves  productivity and lowers  capital and operational cos ts .  

Lis ted on the NAS DAQ and R us s ell 2000®  Index, Aruba is  bas ed in S unnyvale, C alifornia, and has  
operations  throughout the Americas , E urope, Middle E as t, and As ia P acific  regions . To learn more, vis it 
Aruba at arubanetworks .com. For real-time news  updates  follow Aruba on twitter.com/ArubaNetworks , 
or greenis landnews .blogs pot.com. 
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